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Introduction

1.1 Purpose of this document
This document was created to assist an averageutemyser with the task of

installing, configuring, and using Lavasoft's Ad-@w. The document is intended to
be a walk through of the basic functions of theliappon.

1.2 Scope of this document

This document will only cover the core of Ad-aw&ersonal, the free version. The
document will cover how to detect and remove spgwiaut will not cover what to do
if the software inadvertently messes up your comput

1.3 Reference

http://www.lavasoft.de/software/adaware/
http://www.microsoft.com/athome/security/spywargisarewhat.mspx

1.4 Document Legend

Items initalics indicate an action to be performed by a user
Items inbold indicate an item within a screen to perform amacbn
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2. General Description

2.1 Product Functions

Ad-aware removes two (2) types of malware knowsmavare and adware.
Spyware collects information about you and your potar, such as credit card
numbers, user accounts, etc... Adware provides @slvemts on your computer, this
most often comes in the form of annoying pop-ups seem to come from nowhere.

2.2 Similar Product Information

There are many products on the market today tlosige similar functions to Ad-
aware. No one product is 100% effective againdivar@ so | suggest a combination
of some of the better free products. Personallsel a combination of Ad-aware,
Spybot Search and Destradytp://www.safer-networking.orlj/and Microsoft’s
Window's Defender
(http://www.microsoft.com/athome/security/spywaréitsare/default. mspx Spybot
Search and Destroy has an immunize function thatvalyou to stop certain
problems before they start. Window’s Defenderreas-time scanning, which will
check for malware actions as you are working witmachine.

2.3 User Characteristics
We make the assumption that the users of this dentiare of the Do It Yourself
type. The users may have a busy schedule and atdyane time to bring their

machines to technicians for maintenance. Alsaiegs may not wish to have their
computers infected with anything that they did imdé¢ntionally place there.

2.4 User Problem Statement

The user has a machine that is beginning to rumesichas annoying pop-up
messages, or they just want to do their best tegpteanything from going wrong.
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Installation

3.1 Download the Installation Package

| have created a local download spot for the file a
http://netdrive/~schwarj/software/adaware/aawse peisexe
You may also wish to get the file directly from thaurce at:
http://www.lavasoft.de/support/download/

You should now have an icon like the one showniguife 3.1 somewhere on your
machine. Double-click on the icon to start the installation.

ﬁ aawsepersonal.exs
e

Figure 3.1

Most people won’t have a way to verify their dowauds, but if you can here is the
MDS5 sum. If this doesn’t make any sense to you flst ignore it.

MD5 Checksum: 6286c¢fl12eeae984d381773f097bafo81

3.2 License Agreement

As with most pieces of software these days youlvélle to agree to a license in
order to use the software, see Figure 3.2. | gtyosuggest that you read through all
of the agreements so that you know exactly whatareugetting into when you install
a new piece of software. Most people will jalstk on the box | accept the License
agreementand therclick Next>.
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42 Ad-Aware SE Personal

License Agreement

Lavazoft AR - Software License Agreement for Begistered Lsers #

Please read the terms and conditions of thiz icenze agreement [the "License'"] before
inztalling the computer zoftware [the "Software™). By instaling and uzing the Software vou
accept and agree to the termz of thig License. Thiz License constitutes the entire agreement
concerning the Software between you and Lavasoft 4B and it supersedes any prior proposal
aor representation. [F pou do nat agree with these terms and conditions, promptly de-install the
Software and. if you paid for a License, contact your distibutor for a refund of the amount
that you paid.

The term "Software” includes, and thesze terms and conditions alzo apply to, any updates,
madifications and upgrades to the Software that pau may receive from time ta timne.

1. License Grant -

Iv | accept the license agreement

Lavazoft Installation Wizard

¢Back [{ Hes ] Cancd |

Figure 3.2

3.3 Choose a Destination for the Installation

Now you will need to choose the folder that you tthie program installed into. |
suggest that you leave the settings at the defaultsonly change them if absolutely
necessary. If you leave it at that default seffjasgtclick on Next> as shown in

figure 3.3.

#3 Ad-Aware SE Personal

Destination Location

Setup will install Ad-bware SE Perzonal in the following folder.
Toinztall into a different folder, click Browse, and zelect anather folder.

You can chooze not to install Ad-Aware SE Personal by chicking Cancel o exit Setup.

Destination Folder

C:A\Program Files\L avazofthdd-duwware SE Perzonal Browse...

Lavazoft | nstallation Wizard

< Back Cancel |

Figure 3.3
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3.4 Choose Who Can Use the Program
You can choose to only allow yourself, or to alleweryone access to run the

program. The default setting is to allow everytmeun the program. | suggest that
you use this setting, if you choose to do so, glisk Next>. See Figure 3.4.

$3 Ad-Aware SE Personal

Install to All Users menu

The zettings for thiz application can be installed for the current uzer or for all users that
share this computer. ou must have administrator ights to install and run Ad-daware
and Ad4w atch. [nstall this application for:

' Aryone who uzes this computer

" Orily for me [schwar]

Lavazaft Installation Wizard

< Back

Cancel |

Figure 3.4

3.5 Accept Settings and Install Program

You have hit the point where you have completedbshw the installation settings
for the program, see Figure 3.5. You still have dption to go back and change any
of the settings or to cancel the installation adjdther. If you have followed the steps
in this guide you caalick on Next>.

The program will install, after which you will bevgn the opportunity to update the
Definitions File which tells the program what tekofor in its search for malware,
and you will be given the opportunity to run yousf scan, see Figure 3.6. | suggest
that youuncheck these boxes for now and proceed to sections 4 and 5, whictecov
updating the definitions file and running scans.
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42 Ad-Aware SE Personal

Start Installation

LANASOFT

Y'ou are now ready to install Ad-4ware SE Personal.

Fress the Mest button to begin the installation or the Back buttan to reenter the installation
informatiorn.

Lavazoft | netallation Wizard

< Back

Cancel |

Figure 3.5

42 Ad-Aware SE Personal

LANVWASOFT

Ad-tuware SE Perzonal haz been successfully inztalled.

Prezz the Finizh button to exit this installation,

W Perform a full spstem scan now
v Update definition file rmow

v Open the help file now

R ~
MAU=RWANC =C

Figure 3.6
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4. Updating the Definitions File

4.1 Why should | update the definitions?

Updating the definitions file lets the program knbaw to detect and remove the
latest versions of malware that are out there tdags. As the scanners become
more advanced and clever in their ways to remogertalware, the malware writers
get better at finding new ways to infect machined laide their software. Soitis a
never ending battle between the sides, which is yawywill definitely want to have
every resource available to stop these threats.

4.2 Start the Program

To update your malware definitions file you musstfigo toStart -> All Programs ->
Lavasoft Ad-aware SE Personal -> Ad-aware SE Personal. When the program starts
you will receive a message like the one shown gufé 4.1 when your definitions

file is out of date. If you see the message asshn Figure 4.1¢lick on theOK
button to proceed.

Ad-Aware SE [%|

Your definitions are 34 days old.
9) Would you like to check for updates now?

v oK J )( Cancel J

Figure 4.1
4.3 Connect to Server

After you have clicked on th@K button in Figure 4.1, you will be presented witk th
window that is shown in Figure 4.2. Here you wdhnect to Lavasoft's server and it
will determine the proper version of the file fayvyr system. All you will need to do
is click on theConnectbutton on the bottom right hand corner of the windhat is
represented by Figure 4.2.
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* Lavasoft id-fware SE E|
Performing WebUpdate... w,
|| Current Operation i
¥ Heady ‘
Installed definitions file: SE1R105 26.04.2006
Installed core application:1.06r1 Personal
News:
&7 Configure j | Connect j

Figure 4.2

4.4 Get the New Definitions

The program will connect to the server and deteentire correct definition file for
you. When that is done you will be presented withindow like the one shown in
Figure 4.3.Click on theOK button to download and install the update.

Ad-Aware SE X
Mew definitions file availablel
0 Build: SE1R109 22.05.2006 Date:22.05.2006

Download and install this file?

v oK J ¥ Cancel J

Figure 4.3
4.5 Finish the Update

It should only take a few minutes to update theénitedns file. When it has
completed théinish button will be highlighted in the bottom right-tthonorner of
the screen. See Figure 4.4 for a representatitimfindow. After you have
clicked on the~inish button you will be brought to the main screenhaf program.
From there you can run a scan of your computee S&etion 5 of this document to
learn more about that.
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5. Scanning the Computer

5.1 Open the program

Performing WebUpdate... i
| | Current Qperation -

» Wyebupdate complete. . | |
Installed definitions file : SETR109 22.05.2006

Installed care application:1.06r1 Persanal

News:

1) Ad-Aware SE Personal is an essential part of Google Pack

Read more...
& Configure J + Finish J
Figure 4.4

If you followed the instructions in this guide thgou will need to navigate ®&art

- All Programs - Lavasoft Ad-Aware SE Personal - Ad-Aware SE Personal to
open the program. If not, you will need to fin@ timk to open the file. Either way,
once the program has started you should see thesoaen as shown in Figure 5.1.
Most of the options here are beyond the scopeigfiihcument, so go to the bottom
right hand corner of the screen atidk on theStart button.

= Ad-Aware SE Personal |Z@E|
A\ | A | g =3 oy ietl %) 7S
[Copyright 1999 - 2005 Lavasoft Swoaden. All ights reserved. " < — — —
Tk | Ad-Aware SE Status T ) |

Initialization Status

(O scan naw

* Ad-Watch status Not available Click Here To Upgrade
oy Ad-ateh " Definitions file SE1R109 22.05. 2006 Loaded Details

Usage Statistics Reset

[ J Last system scan 5.25.2005 2:30:34 PM

Objects rermoved total 108

: Total Ad-Aware scans 2

Q) Help J Objects in ignore list 0 Opan ignore list

Ohjects quarantined 92 Cpen guarantine list

Ready

Status ok Ad-fware SE initialized

Check for updates nowl

- Start )

Ad-Awyare SE Personsl, Build 1.06r1

Figure 5.1

Summer 2006 version 0.2 10



CHSSTS Documentation — Ad-Aware SE

5.2 Preparing a Scan

After you haveclicked on theStart button you will be brought to the screen shown in
Figure 5.2. Here you will have a choice of whatetyf scan to do. | strongly
suggest that yodick on the button foPerform full system scanand make sure that
the checkmarks fd8earch for negligible risk entriesandSearch for low-risk

threats are checked. Once this is done you sholiltk on theNext button in the
bottom right-hand corner.

= Ad-Aware SE Personal E@E]
| ol I:" " r = % r'r_ 'nl -“."I : I [/
U MMAVYVYcill © OO0 ‘3@1 '-ofl _’);[ d‘f 1_[
[Copyvight 1999 " 2005 [avazoft SwedentAll Aghts resered: i gy - g i
] Status J | Preparing System Scan )
Scan — ) Scan Mode
) » Please choose a scan mode, then click "next” to continue
G Ad-vvatch
Select a scan mode:
[ Add-ons 3 (O Perfarm smart system scan
— ® Perform full system scan
O Use custom scanning options Customize
@) Help } O Scan volume for ADS Select
L B

«) Search for negligible risk entries
v Search for low-risk threats

Ready et

Ad-Ayvare SE Personal, Build 1.06r1

Figure 5.2
5.3 System Scan

If you haveclicked on theNext button as shown in Figure 5.2 the system scanows n
in progress. You should see a screen like thesboen in Figure 5.3. Here you can
see the progress of the scan and the types ofcsmspiobjects that are found. You
have the option to cancelling the operation atmint byclicking on theCancel

button in the bottom right-hand corner of the sareksuggest that you wait until the
scan has finished and proceed onto the next seclioRigure 5.4 you can see what a
finished scan looks like. Notice the red markgaating that possible malware has
been found.Click on the button labeleldext shown in the bottom right-hand corner
of figure 5.4 to proceed.
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=% pd-Aware SE Personal

A\ o [ A\ V)N ~fiola) o3l O :
Ad-Aware se o o U @ 4
O

] Status J | Performing System Scan

(@ Scen row ) Current Operation

Deep scanning local registry COhjects Scanned: 66924 ‘
SR Ad-wiatch )

= CLSIDY216ED4CE-FOBA-44EC-90F7-3A429B99F 085}

Add-ong 2 Summary

61 Funning Processes 0 Processes |dentified
@ Hel : 2781 Process hWodules 0 Modules Identified
i J - - 0 Registry Keys Identified
0 Objects Recognized 0 Registry Walues ldentified
0 Objects Ignored 0 Files |dentified
0 New Critical Objects 0 Folders Identified
Mowy scanning, click "Cancel" to stop. )( Cancel J
Ad-Aware SE Personal, Build 1 0611
Figure 5.3
“* Ad-Aware SE Personal |Z||E|E|
i .".l C i—..-..—' F . V. N | Ty _':" - r_l . - i i/ 1
AR =N W il e O i &
\Copyright 1999 - 2005 Lavasoft Sweden. A gt '"'.'""'__'_:_.':5 - el -
L) Staus ) | Scan Complete L
(@ Ssan nowe \ Current Operation
Finished Objects Scanned: 141789 ‘
A Addatch }

I Scan Complete |

Add-ons J Summary

Processes ldentified
fodules ldentified
Reqistry Keys |dentified
Reqistry “alues ldentified
Files ldentified

Folders Identified

61 Funning Processes
2781 Process Modules

Q)Help }
3 Objects Recognized
0 Objects lgnored

3 New Critical Objects @

(=R EU R N ]

B 13 Megligible Ohbjects [ Show Logfile _} b hest j

Ad-Aweare SE Perzonal, Build 1 .06

Figure 5.4

5.4 Remove Found Items

At this point you are almost finished. You aaitk on the+ signs next to the objects
to view more information about them, see Figure &0 you carclick on the
ICritical Objects tab, as shown in Figure 5.6, to see some of thre w@angerous
objects on your computer. If yalouble-click on an item in Figure 5.6 you can view
more information about the object. Most users jugk want to make sure that the
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items shown in Figure 5.5 have the boxes check edsakd thewlick Next. You
should now be free of some of the malware on younputer.

“* xd-Aware SE Personal

=

EIE

"FErE

o] S J | Scanning Results
g e j 1) Scan Summary @ cCritical Objects \| |5 Megligile Chiscts \| % Scan Log
Target families detected on this system Summary Of This Scan
@ Acaatch J |:| E}MRU Lizt (13 Objects Total) Total zcanning time; 000816
#[] & Tracking Cookie (3 Objects Tatal) Ohjects scanned: 141758
. Objects identified: 3
[ Add-ons j Objects ignored:0
Hew critical objects:3
Average TAC: 3.000
&) Help } Megligible objects: 13
..i._...___._.....u} Megligible references: 57

| Right-click an item for more options.

2 Families fj Guaranting

-

_) Mext _J

_} [ Show Logfile

Ad-Lwvare SE Personal, Build 1 .06

4 .-\'\ (il |
i W — b
(Copyright 1999 - 2005 =oft Svweden Al rights reserved.

Figure 5.5

g i A

o O J | Scanning Results
g e — j 1) scan Summeary @ Criical Objects [Ty Meglivible Ohjects \| “Sean Log
. Ohj. MName Type Categary Ohject Com
Wy Sd-watch } [ [®)] Tracking .. | ECache .. | DataMiner | Cookisuser@2of neti | Hi...
|:| &_1 Tracking ... [ECache ... Data Miner Cookie:user@real coms Hit...
\ S Tracking ... [ECache ... Data Miner Cookie:user @live3ss coms Hit..
Add-ons } O / @
) Help }
| Right-click anitem for more options, Doukbleclick to show details. |
3HB Objects By Giararting J [ shaw Logfile J B Mest J

Ad-Avware SE Persanal, Build 1.06¢1

Figure 5.6
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