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1. Introduction

1.1 Purpose of this document
This document is created with the intent that It e used as a beginner’s guide
to detecting and removing viruses. It is hoped tihia document will allow its

readers to feel confident when using the virus segrand allow them to help
themselves when professional support is not avail@p not needed.

1.2 Scope of this document
This document will cover the installation of thepBos Antivirus program, along

with its configuration and usage. It will provigisual and written descriptions
of what to do and when to do it.

1.3 Reference

http://www.sophos.com

2. General Description

2.1 Product Functions

Sophos has a simple and easy to use user intenfaces a decent antivirus
solution. Its ease of use for new users is niRleis the company allows the
product to be installed on the home computersrie tan excellent decision). It
lacks in configuration options for more advancedrsisand also in reporting of
viruses.

2.2 Similar System Information
There are many different antivirus programs onntlaeket and most are up to

par. Norton, McAfee, and Trend Micro have thrgautable products. All have
different user interfaces and configuration options

2.3 User Characteristics

This document was written with the assumption tisateader could be anyone
from the newest computer user to someone with ambehekills. The user
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wishes to have an antivirus solution on the compane wants a quick and easy
way to get up and running.

3. Installing the Program

Im WARNING !

Before performing any of the following steps makewge that you completely
uninstall any other form of antivirus software that is on your computer. Not doing
so can cause the installation package to fail, tumng a relatively easy process into a
horrible troubleshooting nightmare. Also, you mustbe an ADMINISTRATOR to
complete these tasks.

3.1 Download the Installation Package

If you are a faculty, staff, or student at Montcl&tate University you have the
option to download Sophos Antivirus from the Offafelnformation Technology
website. A direct link to the file is currentlydated at
https://oit.montclair.edu/oit/dataio/win/Sophos_@updater_v5.exe

You will be prompted for your netid and passwornal] after you entered this
information the download should begin.

3.2 Run the Installer

After the file has finished downloading an icon ¢a®wn in figure 3.1) will be
located somewhere on your system. You will ne€didaible-click” on the icon
to begin the installation.

P

ipdater_vS.ex |

Figure 3.1

3.3 Installation Package Install

Figure 3.2 illustrates the extraction and installabf the “Installation Package.”
This program will extract the files that are neettiethstall Sophos Antivirus. It
has been preconfigured to set up almost everythiaigyou will need. Your
only interaction for this process is to click or thutton “Close” when the
program finishes.
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fi: Montclair State Sophos AutoUpdater 0.1b Setup: ... Q|E|E|

__ Execute: msiexec /i "ciitemplsaulSophos AutoUpdate. msi*

e
7 HINNNENENENENENENNENENEEEEEER

[l N

Figure 3.2

3.4 Update the Program

If the installation package has successfully imstayou will see the “blue shield”
in the bottom right hand corner of the screen. Tihae shield” is shown as the
icon that is directly to the right of the “<” symlda figure 3.3. You will need to
“right click” on the icon to display the list of Gpns. At the top of the list of
options (also indicated ibold”) is the “Update Now” option. You should select
this as it will download all of the files neededdanstall them. Figure 3.4
illustrates what will be seen after selecting thpsion.

B @I Baf? Y sosem |

Figure 3.3

Updating Sophos Anti-Virus for Windows 2000/Xp/2... [X]

& ° ° &

Downloading package 1 of 2...

Downloading: program filestsophosisophos anti-virusisavhelpiap,chm

[ | [ Cancel |

1 second(s) remaining

Figure 3.4
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3.5 Restart the Computer

If everything has run successfully you will see wisadepicted in figure 3.5. If
you do not click on the “Close” button the comput&i restart (make sure you
choose “Close” if you have not saved your dat&you don’t wish to wait the
30 seconds then you can select the “Restart” buttenever you want.

Restart required §|

You must reskart your computer ko complete the
updating of Sophos software,

If wou want to reskart now, click 'Restart’, Ctherwise
click. 'Close'.

If wou do naot make a choice, this window will close
automatically after 30 seconds and wou will need to
resktart wour computer laker,

Figure 3.5
4. Configuring and Run a Scan

4.1 Open the Program

There are several ways to open the Sophos Antipiragram, but the most
common and easiest way is to “Right-Click” on tiue Shield” in the bottom
right hand corner of the screen (as depicted uwré@.3). You will know that the
program has been opened if you see the interfatestishown in figure 4.1.
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=) Sophos Anti-Virus |:J |E| |X|

File WView Configure Help

i ) BaCh ¥ Hm
\ Status l
| Scan local disks
g On-access scanning: Active 5

i#) Itemsin Quarantine;.0

<
Last updated: 1/5/2005 10:06 AM $

Eb S 151 Set up a new scan Configure Sophos Anti-Virus

(LY Product version: 5.1,2

@) Help topics There are no items to display in this view

=1 Manage guarantine items

@ Visit Sophos website

a Go to Sophos virus library
e Sophos technical suppart
9 iew product information

Figure 4..1

4.2 Configure a Full Scan

When you have opened the interface that is shoviangare 4.1 you will probably
want to configure a full system scan. | find ttreg options that are presented
here will provide adequate protection for most sisbut the options can always
be modified to suit your needs. So we can begitDmuble-clicking” on the link
for “Set up a new scan” as is shown in figure 4.1.
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=l Sophos Anti-Virus

" File View Configure Help

@ Back ‘_P) ‘] Home @) Help

_ % This scan can be run or modified only by the user who created it.

g On-access scanning: Active | Scan name:

ﬁ #) Items in Quarantine: 0 I ié | Everything | Save and start
(% Last updated: 1/5/2006 8:51PM | Items to scan: Save
4 Product version: 5.1.2 ML) My Documents
! = g My Computer

[#] = Local Disk (C:)

[+ .w Local Disk (D)

#- [ 4 DVD/CD-RW Drive (E:)

2] .E) Shared Documents
D\'ﬂ My Metwark Places

Help and information

@) Help topics
g Visit Sophos website

@ Go to Sophos virus library
'e Sophos technical support
@ View product information

Configure this scan
Schedule this scan

Figure 4.2

Figure 4.2 is the screen you will see after youehselected “Set up a new scan.”
This is the area where you can set up what part(tle system you wish Sophos
to scan. Begin first by giving this scan a narhbave chosen to name the scan
“Everything” because with these settings everytfiat is located locally on the
computer will be scanned for viruses. Then cliokloe boxes for the portion of
the computer you would like to have scanned. Uf e following the settings
that are described here you can just click on the=b for “Local Disk (C:)” and
“Local Disk (D:).” The rest of the folders thatediocated under these two drives
will automatically be selected.

4.3 Scanning Options

Now that you have selected what you would likedagenscanned, you will want

to configure how you want the scanning to proce@lick on the link for

“[ =] Configure this Scan” that is located at the bottof Figure 4.2 (it is colored
blue). When you have clicked on the link the wiwdbat is shown in Figure 4.3
will be displayed on the screen. Make sure thatal for “Scanning” at the top

of the box is selected and choose the boxes taattawn.
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Individual scan settings &|

Scanning | Disinfection

Scanning level

) Mormal {recommended)

Other scanning options
Scan inside archive files
Indude Macintosh viruses

Scan all files

[ Restore defaults ]

[ K. H Cancel ][ Apply ][ Help ]

Figure 4.3
4.4 Disinfection Options

With the same window open as shown in figure 4h®pse the tab labeled
“Disinfection.” (for a visual display of what isee in the Disinfection tab please
see figure 4.4) Here you will set what actionspghegram should take in the event
that a virus is actually detected. Automatic desition is nice because it can
remove the unwanted portions of program code frdratwre otherwise good
programs. An example of where this could comeaindy is: Let’s say that you
have a Microsoft Word document that has becometefewith a virus, and you
want to keep the file and only get rid of the vipgstions, this option will do just
that. For “Other actions against infected fileebose “Do nothing.” This may
sound counterintuitive but the “Do nothing” optiaatually moves the file(s) that
has a virus into quarantine. While in quarantheeftle is no longer a threat or a
problem to your computer.
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Individual scan settings &|

Scanning | Disinfection

Automatic disinfection

[+]Disinfect items that contain a virus:

Other actions against infected files

If you do not use automatic disinfection, or if disinfection fails, what do
you want to do with the infected file?

{*) Do pothing
) Delete
() Move to

[ Restore defaults ]

5] (o]

Figure 4.4

4.5 Scan in Progress

If you have not done so already you should click™@n the box shown in

Figure 4.4 and then click on “Save and start” aswshin figure 4.2. The scan

will now run, this would be a good time for youttke a lunch, get some coffee,
or anything you want, but please don’t sit and Wwah® progress waiting to see a
virus pop up as this could take some time. If sBsagy you can stop or pause the
scan if time does not permit you to wait for ttask to finish. It is also possible
to continue working on other projects while youngauter is being scanned for
viruses, but | don’t suggest this as the scannatiliging a large portion of
processor space and it is continuously accessebdhd drive.
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=j "Everything” in progress - 0% completed Z”EW')__Q

L 4

Item being scanned: C:\Adabas\adabas'urp_uno.dil
0 infected items found Minimize

] More >=

Figure 4.5

Pause scan

4.6 Scan Completed

When the scan has completed you should see thewiad shown in Figure 4.6
You can click on the “More >>" button to see adulitinformation about

anything the scanner has deemed worthy to reporitady you can click “Less
<<” to not have to view this data. If any viruseisere found you can click on the
link in blue named “Quarantine.” This will allovoy to manage what to do with
the viruses. If no viruses were found or if youndevish to deal with them now
you can always click on the button labeled “Close.”

=h "Everything” summary

Scan information

Items processed:
Viruses detected:
Infected items dealt with:

Errors encountered during scanning:

O Opd D 2o

[ Close ] [ Less <<

Scan history:

@ C:\Documents and Settingsiuser. 000\DesktopNew Folder\eicarcom2, zip
infected with EICAR-AY-Test

@ C:\Documents and Settingsiuser. 000 DesktopiMew Folder\gicar_com. zip
infected with EICAR-AV-Test

Figure 4.6
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5. Iltems in Quarantine

5.1 Quarantine Manager

The Quarantine Manager (Figure 5.1) is the placera/lgou can deal with items
that are infected with viruses. Your options hemee somewhat limited, but they
are adequate when it comes to what a person wawoldt want to do with files
infected with a virus. If you have not selecteg ahthe files that are in your list
of “items that need to be dealt with,” you will gride presented with two boxes
that are clickable “Selectlaand “Deselect all.” These options are self-
explanatory. You can also select individual fibgsclicking on the boxes that are
located under the “Iltem name” column.

=l Sophos Anti-Virus ['LJ[EJE|
‘' Fle Miew Configure Help
. -
@ Back ) { l\] Home @ Help
Q@ -
. Lt) Quarantlne manager
o 5 On-access scanning: Active
| % : Listed here are all the infected items that need to be dealt with.
é\g #) Ttems in Quarantine: 2
Dﬂ Last updated: 1/5/2006 8:51 PM Item name Location Virus name Actions available
. eicar_com.zi C:\Documents and 5e... EICAR-AV-Test Maove, Delete
‘L) Product version: 5,1.2 20 = z = : !
£3 [ eicarcom2.zip L3 C:\Documents and Se... EICAR-AV-Test  Move, Delete
Help and information
@) Help topics
g Wisit Sophos website
m Go to Sophos virus library
% Sophos technical support
@ View product information
[ Select gll ] [ Deselect all
Configure user rights for Quarantine manager
Figure 5.1

5.2 Move the File

Once you have selected a file or files that yolhwtsdeal with there are only a
handful of things you can do with them. If you wi® move the file, then you
should only move the item to a form of removablaaeuch as a flash drive or
some other portable media. The logic behind tpitoa is that you can get the
infected file off of your machine and keep it ardun attempt disinfection with
another antivirus solution or you can hope fortarlday when the Sophos
package has the capability to disinfect the itefou will be prompted with a
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window as the one shown in Figure 5.2 that willfoom that you really wish to
take this action.

Quarantine manager actions

E eicarcom 2. zip : Moving to C:\Documents and Settings\all Users\Application
Data‘\Sophos\Sophos Anti-Virus\INFECTED....

Confirm file move

ék. Are you sure you want to move eicarcom 2. zip?
B

m Yes ] [ Yes To Al ] [ Mo ] [ Cancel l m
Infections processed: 1ofi
Warnings: 0
Errors: 0
Stop oS
Figure 5.2

5.3 Delete a File

Deleting a file is a permanent action that meaas ybu will never have access to
this file again. It will ensure that you have rerad the possibility that this
particular copy of the virus can not affect yousteyn again. However, it does
not ensure that you will never be infected with slene virus again. As with the
move option, you will be prompted to confirm thatuyreally wish to remove this
file from the computer. See Figure 5.3.

Quarantine manager actons

E eicar_com.zip : Deleting. ..

Confirm file delete

=Ly Are you sure you want to delete eicar_com.zip?
B o

m [ Yes ][ Yes To Al ” Mo ]L Cancel ] m
Infections processed: iofi
\Warnings: i
Errors: u}
Stop =

Figure 5.3
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6. Things that Go Wrong

6.1 Downloaded File Corrupted

Occasionally the installation package will becornaupted (bad!) during the
download. If this happens you will receive thertirreading archive” message
as is shown in Figure 6.1.

M5U Sophos AutoUpdater @
@ Error reading archive,

Figure 6.1
6.2 Step 3.4 Update the Program Will not Work

This is the step that actually installs the antisisoftware and if it is not
completed then you will not be protected from vasis Most likely this occurred
because you did not read the big bold WARNING #zadl to completely
uninstall all previous versions of antivirus softea Another scenario is that
some registry keys are lying around that are blogkine program from being
installed.

Here is one known key that prevents the instattenfworking (others will be
added when confirmed)

HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Uni st al | \ { 87AEFD84- BCOD-
11D4- B885- 00508B022A51}

6.3 New User Problems

If you have added a new user to the system anghéngon can not run the Sophos
Antivirus program then most likely they have noebadded to any of the Sophos
Groups and do not have the permissions to runribgrgm. This can be

remedied by logging onto the computer as an Adrratisr and by doing the
following:

1. Go to Star® Run.

2. When the run box opens type in: lusrmgr.msc
3. Select the Groups pane, and add the user tofahe Sophos Groups.
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6.4 Error 1325: Documents is not a Valid Short Fileame

This error has been seen when Administrative uer g trying to install the file
has an invalid address for thélly Documentsfolder. You will most likely need
to do the following to correct the error:

Go to Start and open the menu

Right-click on My Documents and select Properties
Click on the button labeled “Move...”

Select a valid location for the My Documents folder

PwbdPE
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