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1. Introduction

1.1 Purpose of this document

The purpose of this document is to explain howatefigure the Mozilla
Thunderbird email client for use with Montclair &aJniversity resources.

1.2 Scope of this document

The scope of this document is confined to configmiimhunderbird for 1 user
account only. This document only takes the steghow how to set up a new
account and does not describe how to configureiaddi accounts nor does it
describe how to install the product. This docuntm@s not describe how to
configure Thunderbird for use with RSS feeds or Bignoup accounts.

1.3 Reference

IMAP vs. POP http://www.imap.org/papers/imap.vs.pop.brief.html

Montclair Directory Services
http://oit.montclair.edu/documentationpdéticape Using_the_MSU_Directory.pdf

TLS RFC http://www.ietf.org/rfc/rfc2246.txt

Thunderbird Help  http://www.mozilla.org/support/thunderbird/

1.4 Overview of document

Section 2 describes the basic functionality ofNMuwilla Thunderbird client along
with the basic assumptions that are made aboutminusers.

Section 3 takes you through the process of runtmagiccount Configuration
Wizard. Describing how to set up the program fasib functionality within the
campus environment.

Section 4 describes how to configure the mail ¢fensending mail to off-
campus resources.

Section 5 explains how to configure the mail clientise the Campus Directory
which allows the user of the program to searclefoail addresses within the
campus LDAP server.

Section 6 shows commonly occurring errors and thelpm resolutions.
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2. General Description

2.1 Product Functions

Mozilla Thunderbird can perform several functioriscan be used as an email
client for both POP and IMAP accounts. Thunderbad be used as a news
client for RSS feeds and it can be used to readsiyeywp accounts.

2.2 Similar Product Information

Netscape and the Mozilla packages provided funstexactly as those
incorporated in Thunderbird. Microsoft Outlook avidc mail also provide
functionality very similar to Thunderbird.

2.3 User Characteristics

We are working with the assumption that our useamsikabsolutely nothing about
email clients, computers, or technology in geneYdke will assume that a
computer is like a car to them, an instrument thay use to complete a task, but
not something they will know the internals of.

2.4 User Problem Statement
Our users would like to be able to read their casrgauaail without going to the

mail.montclair.edu website. They would also likebe able to send email to
anyone they wish, including off-campus email adskesyYahoo, AOL, etc...).

3. Configuring User Accounts
This configuration scenario is based off of theuagstion that the Mozilla

Thunderbird e-mail client has already been ingadlied that you are starting the
program for the first time for the current user.

3.1 Start the Program

To start the program all you need to do is to ctiokthe icon for the Mozilla
Thunderbird e-mail client, which can be seen inifig3.1.

Mazilla
Thunderkird
Figure 3.1

3.2 Import Settings and Mail Folders From
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Since we are making the assumption that this is foew account that is being
created under a new user account on the systere;whknot be an option to
import anything. Just click on the button labek$tt > (See figure 3.2) to
continue.

Import Wizard

Import Settings and Mail Folders From

Import Opkions, Booount Settings, Addressbook and other data
From:;

{&)iDon't import anything!

Mext = ] ’ Zancel ]

Figure 3.2

3.3 New Account Setup

Generally we only configure Thunderbird for Emaitaunts on campus. As

such we will consider “RSS News & Blogs” and “Newgp account” as beyond
the scope of this document (such information magdsed at a later time as need
arises). So choose the bubble for “Email accoant click next, as shown in
figure 3.3.
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Account Wizard

New Account Setup

In arder ta receive messages, you Firsk need ko set up a Mail or
MNewsgroup account,

This Wizard will collect the information necessary to set up a Mail or
Mewsgroup account, IF vou do nok know the information requested,
please contact wour Svstem Administrator or Internet Service
Provider.

Seleck the bype of account you wauld like ba sk up:

) R55 News & Blogs

-::} Mewsgroup accounkt

Mext = ] [ Cancel ]

Figure 3.3

3.4 Server Information

We are given the choice of either choosing an IMAR POP server in this
section. We will be setting up the client usinglsli\P server configuration
because it will leave the user’'s email on the sailver, whereas POP will
download the email to a local copy and delete thesages from the server. For
more information please re&dtp://www.imap.org/papers/imap.vs.pop.brief.htmi

If you have not clicked the bubble for “IMAP” asastin in figure 3.4, do so now.
Once you have selected the bubble you will be agietivo pieces of
information, the addresses of the incoming andaoggmail servers (the values
for these are shown below). After these valuesrgmetted click “Next” at the
bottom of the box.

Incoming Server: mail.montclair.edu
Outgoing Server: smtp.montclair.edu
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Account Wizard

Server Information

Seleck the bype of incaming server you are using,

C) POR (3 IMAP

Enter the name of your incoming server (For example,
"mail. example.net").

Incoming Server: | mail.monkclair. edu

Enter the name of yiour autgoing server (SMTRY (For example,
"smkp.example.net"),

Dukbgaing Server: ;;ntp.mnntciair.?:iu

+ Back ] [ Mext = ] [ Cancel ]

Figure 3.4

3.5 User Names

On the next screen you are asked to input the asegrior the incoming mail
server (mail.montclair.edu) and the outgoing mailer (smtp.montclair.edu). In
most cases these will have the same value, thed"radtthe user.

It is possible to use different accounts (or aedéht “netid”) for each of these
settings. But that will only be an option if theew has access to multiple “netid’s
or email accounts.
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Account Wizard

User Names

Enter the incoming user name given o wou by wour email provider
(For example, "ismith").

Incorming User Mame:  |netid |

Enter the outgoing user name given ko vou by your email provider
(this is tvpically the same as your incoming user name],

[ + Back ] [ Mext = ] [ Cancel

figure 3.5
3.6 Account Name

The value for the account name can be set to amgthat the user wishes it to be.
But for ease of identifying which account the useactually looking at we have
been following the naming convention of setting thalue to
netid@mail.montclair.edywhere netid is the “netid” of the user). Seapife 3.6.
After the value is entered please click next.
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Account Wizard

Account Name

Erter the name by which wou wauld like ko refer ko khis account (For
example, "Worl dccount”, "Haome: Account” or "fews gcoount™),

Account Mare: ?beti;:i-@.‘l_mail.-ll'nuntc-iéir.é-u:lu |

[ < Back ] [ Mext = ] [ Cancel ]

Figure 3.6

3.7 Congratulations

You have now completed the basic configuratiorhefiozilla Thunderbird malil
client. The user will now be able to receive nvél this program and send mail
to on campus addresses. You may also wish toddhe instructions in sections
4 & 5 to configure the mail client to send mail o&mpus and to utilize the
campus LDAP directory.

For now just check the settings as shown in fig@uveand click on “Finish” to
exit the Configuration Wizard.
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Account Wizard

Congratulations!

Flease verify that the information belaw is correck,

Bccount Marme: nietidi@mail, monkclair, edu
Ernail Address: nietidi@mail, rmonkclair, edu
Incorming User Mame: niekid

Incaming Server Hame: rniail, riombclair  edu
Incoming Setver Type: IMAR

Cukgoing User Mame: nietid

Ciukgoing Server Mame (SMTEY  smkp.montclair, edu

Click Finish ko save these settings and exit the Account Wizard,

< Back ] [ Finish ] [ Cancel ]

Figure 3.7

4. Sending Mail

Users of the mail client will not be able to sendilnoff campus if Thunderbird is
not configured to use TLS (Transport Layer Secrifyor more information
about TLS please read the RFC locatelltigt//www.ietf.org/rfc/rfc2246.txt

For our purposes it is only essential to know thatare using TLS and that it
must be configured in order for a user to send.mailorder to enable this setting
you will need to access “Toot® Account Settings> Outgoing Server (SMTP)
Settings” from the menu bar (Or press Alt-T thetr@lthen select Outgoing
Server (SMTP)).

You will need to ensure that the value for Servamy is smtp.montclair.edu and
the port is 25. Also the check box for “Use namd password” is selected and
that the user’s “netid” is entered for the User Maralue. Last, the bubble for
“TLS, if available” needs to be selected. Pleaderrto figure 4.1.
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(= netid@mail.montclair.edu

-Server Settings
: Zopies & Folders
-‘Composition & Addressing
Offline & Disk Space
i-Return Receipts
i Security

Local Folders

Qukgoing Server (SMTF)

l add Account. .,
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3

Outgoing Server (SMTP) Settings

Only one oukgaing server I{SMTF"} needs to be specified, even if vou have
several mail accounts, Enter the name of the server For outgoing
Messages.

Server Mame: !smtp.muntﬁiair.edu | Port: [z5 | Default: 25
Iz name and password

Llset Mame: '_na:l |

Lse secure conmeckion:

) Ma

TS (O osaL

8] 4 ] [ Cancel ]

Figure 4.1

5. Campus Directory Settings

Setting up Campus Directory access within the wlaht is a very important
procedure. It will allow the user to type in afpoam of the intended recipient’s
email address and autocomplete the rest. Thigreeabmes in handy when you
do not know the correct spelling of a person’s namngou don’t know their

netid.

5.1 Open Options GUI

To open the Options GUI (Graphical User Interfaga) will need to click on
Tools>Options. The section to set up the Directory S&wvican be found under
the Composition icon found on the left hand sidéhefbox, as shown in figure

5.1.
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Options

@‘_

Composition

- Forwarding Messages -

s -
j_% Forward messages: | As Attachment ¥ |

- Camposing Messages

ﬁ [ check spelling before sending

Compositicn ] Far messages that contain 8-bit characters, use 'quoted printable’ MIME encoding. Leave
unchecked ko send the messages as is.

@) Confirm when using kevboard shortout bo send message
Attachments Wrap plain text messages at |72 characters

% - Address Autocompletion

When addressing messages, loak For matching entries in:

@ Local Address Books

Advanced |:| Directory Server:

- gend and HTML Options

Configure text Format behavior: Send Options, .,
Configure: default HTML options: HTML Options. ..

[ (84 ] [ Canicel ]

Figure 5.1

5.2 Add a New Directory

After you have navigated your way to the screenithahown in figure 5.1 you
will need to select the check box for “Directoryn&s” and then click on the
button for “Edit Directories.”

A screen like the one shown in figure 5.2 will pap- You will need to click on
the button for “Add” to continue.
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LDAP Directory Servers E'

Select an LDAP Direckars: Server:

(84 ] [ Cancel ]

Figure 5.2
5.3 Directory Server Properties

You should now have a window open on you screentlie one shown in figure
5.3. The values that should be entered are asfsil

Name: Montclair State University
Hostname:  Idap.montclair.edu
Base DN: o=montclair.edu, dc=montclair, dc=edu

Port number: 389

Directory 5erver Properties D_(|

zeneral |0FFIine Advanced

Mame: |r~'1n:|ntclair State Lniversity |
Hosktname: |Idap.mu:untu:lair.edu |
Base DM: ||:|=m|:|ntclair.edu,dc=mnntclair,dc=4
Port nurnber

Bind CN: | |

[] use secure connection (S3L)

[ (]9 l [ Cancel ]

Figure 5.3
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6. Commonly Occurring Errors

6.1 Wrong Password or Name not Set

Send Message Error @

/4

Sending of message failed,

The message could nok be sent because conniecting o SMTP sefver smbp.montclair edu Failed.
The server may be unavailable or is refusing SMTP connections, Please werify that viour SMTR
server setting is correct and try again, or else contact your network administrator,

Figure 6.1

The previous message is known to occur when otwathings happen. Either
the user has entered the wrong password when attgnp authenticate to the
SMTP server, or the outgoing name is not set pipper

To resolve the wrong password problem, all you rteetb is restart the mail
client (close and reopen the program).

To set the correct outgoing name, see sectionrticpiarly figure 4.1.

6.2 TLS not Selected

Alert

i

X

an error occurred while sending mail. The mail server responded: 5.7, 1 <chsstechi@amail.com =...
Relayving denied, IF name lookup Failed [130.658.51,205], Please verify that vour email address is

correct in wour Mail preferences and triy-again.

If you receive the previous message of “Relayingiba” it usually means that
you have not selected to use TLS to send mail. cBingpus mail server will not
allow you to send messages to off-campus emailsdds if you are not using

TLS.

To resolve this issue, follow the instructions @ctson 4 of this document.
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6.3 ISP Problems

It has been reported that some ISPs (Internet 8&=Riioviders) are blocking
SMTP traffic on port 25. In the event that thigws change the outgoing port to
587. See section 4 and figure 4.1.
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